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Tender No  TS0000006327E
Reference = NTC/HQ/ADV-42/2025-26
Organization = National Telecom Corporation, Islamabad
Category IT Services — DDoS Protection
Estimated Value PKR 45,000,000
Bid Security PKR 2,500,000
Closing Date  June 09, 2026 — 11:00 AM

Bid Validity = 120 days from opening

SCOPE OF WORK

* Fully managed always-on DDoS protection (Layer 3/4) with global scrubbing centers (>20 Tbps capacity)
* BGP diversion + GRE tunneling for real-time traffic mitigation and clean traffic delivery

« Authoritative DNS management with 3+1 servers within Pakistan

« Optional WAF + API Protection + Bot Mitigation (25TB/year, 10 domains)

 24/7 Security Operations Center (SOC) monitoring and incident response

QUALIFICATION CRITERIA

OEM Authorized Partner with valid MAL Verify with vendor HIGH
No India/Israel linkage (w200 judicial declaration) Standard compliance HIGH
Active Income Tax + Operative Sales Tax Check FBR portal MEDIUM
1+ similar DDoS deployment in Pakistan Need evidence MEDIUM

Islamabad office required Verify address LOW



RISK ASSESSMENT

m OEM Authorization: Must obtain OEM authorization letter before submission — 3 week lead time
m India/Israel Declaration: Standard m 200 judicial paper — ensure no beneficial ownership linkage
m Bid Security: PKR 2.5M bank guarantee required — coordinate with finance team

m Technical Evaluation: 70/30 technical-financial split — prioritize technical proposal quality

HAMZAAD RECOMMENDATION

This tender is a strong match for your cybersecurity service portfolio. Key action items:

m Contact OEM partner immediately for authorization letter — deadline is tight

m Prepare bid security bank guarantee (PKR 2.5M) at least 5 business days before closing

m Draft technical proposal emphasizing 20+ Tbps scrubbing capacity and Pakistan-based DNS
m Include case study of similar DDoS deployment in Pakistan as qualification evidence

m Set calendar reminder for June 02 (7 days before close) for final review



